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CYBER ATTACK ?

» Cyber attack merupakan tindak kejahatan

— A c yang dilakukan oleh para peretas dengan
= )7 'r‘, \ / tujuan untuk merusak jaringan atau
a 5 X ' sistem komputer. Selain menimbulkan
» Q¥"‘B:ER A 'E h!arbagal I.(erusa.kan, cyber attack . ,
i j T A C |( 2 biasanya juga dilakukan untuk mencuri

data penting yang tersimpan di dalam

X' 3k L '.j b G 1 Server.




Malware merupakan virus yang
dikirim ke dalam komputer atau
sistem. Virus ini dapat
fr.enghilangkan dokumen
penting yang tersimpan di dalam
database atau bahkan dicuri.
Serangan dapat terjadi apabila
Anda mengakses website yang
memiliki tanda “not secure” pada
bagian atasnya berarti belum
diperkuat sistem keamanan yang
baik sehingea hal ini dapat
menjadi kesempatan bagi para
elaku cyber attack untuk

gﬁq\ﬁ%rkan virus malware.

SOL merupakan singkatan dari
Structured Query Language. 50L
ini termasuk ke dalam bahasa
pemrograman yaneg ditujukan
untuk segala kebutuhan yang
berkaitan dengan database.
Pemrograman 50L dengan sistem
keamanan yang lemah atau
pengegunaan bahasa program
yang kurang baik dapat menjadi
sasaran empuk para pelaku
cyber attack untuk melancarkan
serangan SOL Injection. Hacker
dapat melakukan manipulasi
database melalui serangan ini.

DDo5S atau Distributed Denial of
Service merupakan serangan
cyber yang sering dialami oleh
para pemilik website bisnis.
Serangan ini mampu
memperlambat kecepatan suatu
website sehingga
pengunjungnya akan langsung
meninggalkan website tersebut.

JENIS CYBER ATTACK ?

Anda mungkin sering mendengar
istilah phishing dalam kasus

penipuan uang melalui telepon
yane sering disebut dengan
voice phishing. Lain halnya di
dalam dunia bisnis, kejahatan

’

phising yang terjadi termasuk ke
dalam cyber attack di mana
pelakunya dapat melakukan
pencurian data melalui jenis
serangan ini.




CYBER ATTATLK

TERJADI DI PEMKAB SOLOK
SELATAN



¢ @ ht homesolselkab.go.d/slal gaco s e @ » 0O "

DAFTAR 1 | DAFTAR 2

SLOT GACOR TERBARU 2022

meritaaban 4 . TRUSTED ABENT

Wier D
BUARANTEED
-

I SLOT ONLINE ] l SLOT GACOR 2022

@ Dt‘_n\mt'|m!| Bonus Daitar Whatsapp Live Chat




PENANGANAN

CYBER ATTACK DI PEMKAB SOLOK
SELATAN



Malware scanner

USERS MALICIOUS SCAN HISTORY

Malicious (13)

Malwayre detacted by imunifyal

Timeframe Status 1 Search

@ Your server is infected. Do you want to clean it up ?

Scan date ¥ Type =
.» November 21,2022 935pM [
: November 21,2022817PM [
v November 21,20229:35¢PM [
’ November 21,2022 %35PM [

’ November 21, 2022 9:35 PM E
' November 21, 20224:39PM [

IGNORE LIST

Username s

homes6668

testsB254

homesa66E

homes6a6E

homesb6es

helpd5238

Malicious

fhome/home.solselkab.go.ld/public_html/publicifilesystem.php

/homeftest,solselkab.go.id/public_htmifpublic/de ploy/js/cmaps/iogs.php

fhomefhame.solselkab.go.id/public_htmifindex.php

/home/home.solselkab.go. ld/public_htmlfinfo.php

fhome/home.solselkab.go jd/public_html/public/index.php

/home/helpdesk solselkab.go.idipublic_htmlfunnel.php

Reason =

SMW-BLKH-1311081-php.bkdr,aut

0244

SMW-BLKH-1754557-php.bkdr.ws
hil

SMW-INJ-20917-php. bkdr.oneliner
0

SMW-INJ-2091 7-php.bkdr.oneliner
-0

SMW-INJ-2091 7-php.bkdr oneliner
0

SMW-5A-04684-php tool.db-2

4 Clean up all

Status =

Infected

Infected

Infected

Imfected

Infected

Infected

Actions
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scahos awnload E homs Iselkab.go.id.access log
6.67.234.41 - - |15/Nov/2022:21:53:23 +0788| "GET /uploads/tile/ddwwqq.php?path=/home/home.solselkab.go.1d/public_html/uploads HTTP/2" 280 38752 "https://home.solselkab
6.67.234.41 - - [15/Nov/2@22:21:53:25 +878@] "GET /uploads/file/ddwwqq.php?path=/home/home.solselkab.go.id/public_html HTTP/2" 208 37969 "http

:}Hhome.5Ul5elkah.goti§£y

6.67.234.41 [15/Nov/2822:21:53:26 +8708] "GET fuploads/file/ddwwqq.php?path=/home/home.solselkab.go.id/public html/vendor HTTP/2" 200 37732 "https://home.solselkab.
6.67.234.41 [15/Nov/2022:21:53:28 +0700] "GET fguestbook HTTP/1.1" 288 9746 "-" "Mozilla/5.@ AppleWebKit/537.36 (KHTML, like Gecko; compatible; bingbot/2.@; +http:/
6.67.234.41 [15/Nov/2022:21:53:31 +878@] "GET fuploads/file/ddwwqq.phpfpath=/home/home.soclselkab.pgo.id/public html/vendor/guzzlehttp HTTP/2" 2080 37630 "I‘lTTpﬁ:_,.-',-’h'[m[-
6.67.234.41 [15/Nov/2622:21:53:33 +0780] "GET fuploads/file/ddwwqq.php?path=/home/home.solselkab.go.id/public_html/vendor/guzzlehttp/promises HTTP/2" 286 37731 “htt
6.67.234.41 - - [15/Nov/2022:21:53:35 +0700] "GET fuploads/file/ddwwqq.php?path=/home/home.solselkab.po.id/public_html/vendor/guzzlehttp/promises/src HTTP/2" 208 38152
6.67.234.41 - [15/Nov/2822:21:53:39 +8788)] "POST fuploads/file/ddwwqq.php?path=/home/home.solselkab.po.id/public html/vendor/guzzlehttp/promises/src HTTP/2" 288 38225
6.67.234.41 - - [15/Nov/2022:21:53:46 +078@] "GET /fassets/plugins/font-awesome/fonts/fontawesome-webfont.woff?v=4.2.8 HTTP/1.1" 200 65452 "-" "Mozilla/5.e@ AppleWebKit/s
6.67.234.41 - - [15/Nov/2022:21:53:58 +87@8] "GET /vendor/guzzlehttp/promises/src/ddwwgq.php HTTP/2" 280 381 “-" “"Mozilla/5.8 (Windows NT 18.8; Wined; x64) AppleWebKit/
6.67.234.41 [15/Nov/2022:21:54:01 +078@] "POST /vendor/puzzlehttp/promises/src/ddwwgqg.php HTTP/2" 200 38189 "hitps://home.solselkab.go.id/vendor/puzzlehttp/promises
6.67.234.41 - - [15/Nov/2822:21:54:087 +0700] "GET /cms/Slideshow/delete data/27/1 HTTP/2" 387 @ "htips://home.solselkab.go.id/cms/Slideshow™ "Mozilla/5.8 (Windows NT 10
6.67.234.41 [15/Nov/2022:21:54:07 +0700] "GET /cms/Slideshow HTTP/2" 200 6578 “https://home.solselkab.po.id/cms/Slideshow” "Mozilla/5.@ (Windows NT 10.0; Win64; x64
6.67.234.41 - - [15/Nov/20822:21:54:07 +0780] "GET /assets/plugins/fancybox/source/jquery.fancybox.css?v=2.1.5 HTTP/2" 484 565 "https://home.solselkab.go.id/cms/S]lidesho
6.67.234_41 [15/Nov/2822:21:54:87 +078@8] "GET /assets/plugins/fancybox/lib/jguery.mousewheel-3.8.6.pack.js HTTP/2" 484 565 “https://home.solselkab.go.id/cms/Slidesh
6.67.234.41 [15/Nov/2022:21:54:07 +B70@] "GET [assets/plugins/fancybox/source/jquery.fancybox.js?v=2.1.5 HTTP/2" 484 565 "https://home.solselkab.pgo.id/cms/Slideshow
6.67.234. 41 - [15/Nov/2622:21:54:11 +8788] "GET fuploads/file/ddwwqqg.php?path=/home/home.solselkab.go.id/public html/vendor/guzzlehttp/promises/src HTTP/2" 288 38189
6.67.234.41 [15/Nov/2822:21:54:16 +07e@]| "GET fuploads/file/ddwwqq.php HTTP/2" 280 41376 "-" "Mozilla/5.@ (Windows NT 18.0; Winbd; x64) AppleWebkKit/537.36 (KHTML, |
7.234.41 - - [15/Nov/2022:21:54:16 +8700] "GET fassets/front/css/bootstrap.min.css HTTP/1.1" 208 9426 "-" "Mozilla/5.® (compatible; bingbot/2.8; +http://www.bing.com
6/.234.41 - - [15/Nov/2022:21:54:18 +87e@] "GET fuploads/file/ HTTP/2" aB4 785 "-" "Mozilla/5.0 (Windows NT 10.8; Wined4; x64) AppleWebkit/537.36 (KHTML, like Gecko) t
6.67.234.41 [15/Nov/2@22:21:54:20 +078@] "GET /uploads/file/ddwwqq.php HTTP/2" 288 41362 "-" "Mozilla/5.8 (Windows NT 18.8; Winbd4; xb64) AppleWebkit/537.36 (KHTML, 1
6.67.234.41 - - [15/Nov/2022:21:54:32 +8708@] "POST /uploads/file/ddwwqq.phptoption&path=/home/home.solselkab.go.id/public_html/uploads/file HTTP/2" 280 41352 “https://h
6.67.234.41 [15/Nov/20822:21:54:36 +8788) "GET fuploads/file/ddwwqq.php HTTP/2" 4B4 565 "-" "Mozilla/5.@ (Windows NT 10.8; Wined; x64) AppleWebKit/537.36 (KHTML, lik
6.67.234.41 - - [15/Nov/2622:21:18:11 +870@] "GET fassets/video/portal.mp4 HTTP/1.1" 286 3652660@ "https://home.solselkab.go.id/" "Mozilla/5.9® (Windows NT 10.8; WinG4;
6.67.234.41 [15/Nov/2822:21:89:33 +0780] "GET /fassets/video/portal.mpd HTTP/1.1" 286 369608776 “https://home.solselkab.go.id/” "Mozilla/5.8 (Windows NT 18.8; Wintd;
6.67.234.41 - - [15/Nov/2022:21:14:12 +870@] "GET fassets/video/portal.mp4 HTTP/1.1" 2@6 35274752 “https://home.solselkab.pgo.id/" "Mozilla/5.@ (Windows NT 10.8; Wined;
6.67.234.41 - - [15/Nov/2022:21:55:16 +0700] "GET /home/akun/cms? =1668524047755 HTTP/2" 200 150@ "hitps://home.solselkab.go.id/cms/Slideshow™ "Mozilla/5.@ (Windows NT
6.67.234._41 [15/Nov/2022:21:55:23 +0708] "GET /uploads/kepegawaian/pasfoto/ HTTP/2™ 484 785 "-" "Mozilla/5.@ (Windows NT 18.8; Wintd; x64) ApplewebKit/537.36 (KHTML
6.67.234.41 - - [15/Nov/2822:21:55:85 +878@] "GET /assets/video/portal.mpa HTTP/1.1" 286 757028 "https://home.solselkab.go.id/™ "Mozilla/5.@ (Windows NT 18.8; Wind; x6
6.67.234.41 [15/Nov/2822:21:55:31 +@78@] "GET /fhalaman/pariwisata kebudayaan HTTP/1.1" 20@ 397116 "-" "Mozilla/5.@ (compatible; Googlebot/2.1; +http://wew.poogle.c
6.67.234.41 [15/Nov/2022:21:55:00 +678@] "GET /assets/videofportal.mpd4 HTTP/1.1" 206 892165 "https://home.solselkab.go.id/" "Mozilla/5.@ (Windows NT 19.0; Wing4; x6
6.67.234.41 - - [15/Nov/2822:21:51:45 +8700] "GET /assets/video/portal.mpd HTTP/1.1" 206 4833280 “https://home.solselkab.po.id/" "Mozilla/5.@ (Windows NT 10.8; Win6d; x
6.67.234.41 [15/Nov/2@22:21:55:22 +070@] "GET /fassets/video/portal.mpa HTTP/1.1" 286 367908 “https://home.solselkab.go.id/” "mMozilla/5.@ (Windows NT 10.0; Wine4; x6
6.67.234.41 - - [15/Nov/2022:21:55:37 +8700] "GET [assets/video/portal.mp4 HITP/1,1" 286 114354 "https://home.solselkab.go.id/" "Mozilla/S.@ (Windows NT 10.@; Winb4; x6
6.67.234_41 - [15/Nov/2822:21:55:39 +07@@] "GET / HTTP/1.1" 200 1369 "-" "Mozilla/s5.8 (X11; U; Linux i686; en-US; rv:1.7.18) Gecko/2006@927 Firefox/1.8.4 (Debian pack
6.67.234.41 - - [15/Nov/2022:21:55:48 +078@] "GET /assets/video/portal.mp4 HTTP/1.1" 286 57209 "https://home.solselkab.go.id/" "Mozilla/5.@ (Windows NT 108.8; Winéd; x64

[15/Nov/2622:21:55:37 +870@] "GET /assels/video/portal.mpd HTTP/1.1" 266 196688 "https://home.solselkab.go.id/" "Mozilla/5.8 (Windows NT 18.0; Wingd4; x6 ***

57.234.41 - - [15/Nov/2822:21:52:34 +@78@] “"GET /assets/video/portal.mpa HTTP/1.1" 206 aaaﬁﬂz?'@Qiysrﬂﬂnmﬁhh[ﬂ:glﬁg&jﬁ&jﬂ;" "Mozilla/5.@ (Windows NT 18.8; WinGd; x
iiiiﬂgﬁﬁﬂaﬂv . 55
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Last Update




ip

latitude

langiaide

Mozilla/5.0 (Linux; Android 12;
CPH2127) AppleWebKit/537.36
(KHTML, like Gecko)
Chrome/106.0.0.0 Mobile
Safari/537.36

114.125.28.206

Indonesia

Lubuk Jambi
https://home.solselkab.go.id/
Not

-0.65170000000000010

101. JC
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